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Our mission statement: Our school aims to work with its community by 

providing an education of the highest quality within the context of Christian 

belief and practice.    

Our motto is ‘Happy to Learn Together’. 

SSMPS e-safety policy 
 

New technologies have become integral to the lives of children and young people 

in today’s society, both within schools and in their lives outside school.  

The internet and other digital and information technologies are powerful tools, which 

open up new opportunities for everyone. These technologies can stimulate 

discussion, promote creativity and increase awareness of context to promote 

effective learning. Children and young people have an entitlement to safe internet 

access at all times.  

 

This e-safety policy should help to ensure safe and appropriate use.  

The use of these new technologies can put young people at risk within and outside 

the school. Some of the dangers they may face include: 

 

• Access to illegal, harmful or inappropriate images or other content 

• Unauthorised access to / loss of / sharing of personal information 

• The risk of being subject to grooming by those with whom they make contact  

on the internet.  

• The sharing / distribution of personal images without an individual’s consent or  

knowledge 

• Inappropriate communication / contact with others, including strangers 

• Cyber-bullying  

• Access to unsuitable video / internet games 

• An inability to evaluate the quality, accuracy and relevance of information  

on the internet 

• Plagiarism and copyright infringement 

• Illegal downloading of music or video files 

• The potential for excessive use which may impact on the social and  

emotional development and learning of the young person. 

 

Many of these risks reflect situations in the off-line world and as such this e-safety 

policy is used in conjunction with other school policies (eg behaviour, anti-bullying 

and child protection policies). 

As with all other risks, it is impossible to eliminate those risks completely. It is therefore 

essential, through good educational provision to build pupils’ resilience to the risks to 

which they may be exposed, so that they have the confidence and skills to face 

and deal with these risks.  

 

 

Scope of the Policy 

 

This policy applies to all members of the school community (including staff, pupils, 

volunteers, parents / carers, visitors, community users)  who have access to and are 

users of school ICT systems, both in and out of school. 
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The school will deal with e-safety incidents in the same way as associated behaviour 

and anti-bullying incident and will, where known, inform parents / carers of incidents 

of inappropriate e-safety behaviour that take place out of school. 

 

 

 

 

 

 

Schedule for Development / Monitoring / Review 

 

This e-safety policy was approved 

by the Governing Body  

 

The implementation of this e-safety 

policy will be monitored by the: 

E-Safety Coordinator 

Monitoring will take place at 

regular intervals: 

Once a year 

The Governing Body will receive a 

report on the implementation of 

the e-safety policy generated by 

the monitoring group (which will 

include anonymous details of e-

safety incidents) at regular 

intervals: 

Once a year 

The E-Safety Policy will be reviewed 

annually, or more regularly in the 

light of any significant new 

developments in the use of the 

technologies, new threats to e-

safety or incidents that have taken 

place. The next anticipated review 

date will be: 

 

Should serious e-safety incidents 

take place, the following external 

persons / agencies should be 

informed: 

SWGfL 

Police 

CEOP 

 

The school will monitor the impact of the policy using:   

 

• Logs of reported incidents 

• Surveys / questionnaires of: 

o pupils (eg Ofsted “Tell-us” survey / CEOP ThinkUknow survey) 

o parents / carers  

o staff 
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Roles and Responsibilities 

 

Teaching and Support Staff 

 

are responsible for ensuring that: 

• they have an up to date awareness of e-safety matters and of the current  

school e-safety policy and practices 

• they have read, understood and signed the school Staff Acceptable Use  

Policy (AUP) 

• they report any suspected misuse or problem to the E-Safety Co-ordinator  

/Headteacher  

•     e-safety issues are embedded in all aspects of the curriculum and other 

school activities  

• students / pupils understand and follow the school e-safety and acceptable  

use policy 

• students / pupils have a good understanding of research skills and the need  

to avoid plagiarism and uphold copyright regulations 

• they monitor ICT activity in lessons, extra-curricular and extended school  

activities  

• they are aware of e-safety issues related to the use of mobile phones, 

cameras and hand held devices and that they monitor their use and 

implement current school policies with regard to these devices 

• in lessons where internet use is pre-planned consideration should be made of 

guiding pupils to sites checked as suitable for their use and that processes are 

in place for dealing with any unsuitable material that is found in internet 

searches 

 

Designated person for child protection / Child Protection Officer  

 

should be trained in e-safety issues and be aware of the potential for serious child 

protection issues to arise from: 

• sharing of personal data  

• access to illegal / inappropriate materials 

• inappropriate on-line contact with adults / strangers 

• potential or actual incidents of grooming 

• cyber-bullying 

 Sexting  

   

Pupils 

 

• are responsible for using the school ICT systems in accordance with the  

Student / Pupil Acceptable Use Policy, which they will be expected to sign  

before being given access to school systems.  

• have a good understanding of research skills and the need to avoid  

plagiarism and uphold copyright regulations 

• need to understand the importance of reporting abuse, misuse or access to  
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inappropriate materials and know how to do so 

• will be expected to know and understand school policies on the use of 

mobile phones, digital cameras and hand held devices. They should also 

know and understand school policies on the taking / use of images and on 

cyber-bullying and sexting.  

•   should understand the importance of adopting good e-safety practice when  

using digital technologies out of school and realise that the school’s E-Safety 

Policy covers their actions out of school, if related to their membership of the 

school 

 

Parents / Carers 

  

Parents / Carers play a crucial role in ensuring that their children understand the 

need to use the internet / mobile devices in an appropriate way. Research shows 

that many parents and carers do not fully understand the issues and are less 

experienced in the use of ICT than their children. The school will therefore take every 

opportunity to help parents understand these issues through parents’ evenings, 

newsletters, letters, website / local e-safety campaigns / literature.  Parents and 

carers will be responsible for: 

 

• endorsing (by signature) the Student / Pupil Acceptable Use Policy 

• accessing the school website / on-line student / pupil records in accordance  

with the relevant school Acceptable Use Policy. 
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Curriculum 

 

E-safety should be a focus in all areas of the curriculum and staff should reinforce  

e-safety messages in the use of ICT across the curriculum...  

 

• in lessons where internet use is pre-planned, it is best practice that students /  

pupils should be guided to sites checked as suitable for their use and that  

processes are in place for dealing with any unsuitable material that is found in 

internet searches.  

• Where students / pupils are allowed to freely search the internet,  eg using  

search engines,  staff should be vigilant in monitoring the content of the 

websites the young people visit.  

• It is accepted that from time to time, for good educational reasons, students  

may need to research topics (eg racism, drugs, discrimination) that would 

normally result in internet searches being blocked. In such a situation, staff can 

request that the Network Manager (and other relevant person) can 

temporarily remove those sites from the filtered list for the period of study.. Any 

request to do so, should be auditable, with clear reasons for the need.   

• Students / pupils should be taught in all lessons to be critically aware of the  

materials / content they access on-line and be guided to validate the 

accuracy of information 

• Students / pupils should be taught to acknowledge the source of information  

used and to respect copyright when using material accessed on the internet. 

 

 

Use of digital and video images - Photographic, Video 

 

Staff and pupils need to be aware of the risks associated with sharing images and 

with posting digital images on the internet. Those images may remain available on 

the internet forever and may cause harm or embarrassment to individuals in the 

short or longer term. There are many reported incidents of employers carrying out 

internet searches for information about potential and existing employees. The school 

will inform and educate users about these risks and will implement policies to reduce 

the likelihood of the potential for harm:   

 

• When using digital images, staff should inform and educate students / pupils  

about the risks associated with the taking, use, sharing, publication and 

distribution of images. In particular they should recognise the risks attached to 

publishing their own images on the internet eg on social networking sites. 

• Staff are allowed to take digital / video images to support educational aims,  

but must follow school policies concerning the sharing, distribution and 

publication of those images. Those images should only be taken on school 

equipment, the personal equipment of staff should not be used for such 

purposes. 

• Care should be taken when taking digital / video images that pupils are  

appropriately dressed and are not participating in activities that might bring 

the individuals or the school into disrepute.  
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• Pupils must not take, use, share, publish or distribute images of others without  

their permission  

• Photographs published on the website, or elsewhere that include students /  

pupils will be selected carefully and will comply with good practice guidance 

on the use of such images. 

• Pupils’ full names will not be used anywhere on a website or blog, particularly  

in association with photographs. 

• Permission from parents or carers will be obtained before photographs of  

pupils are published on the school website  

• Pupil’s work can only be published with the permission of the student / pupil  

and parents or carers.  
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